Role

Nteraction admin Internal Nteraction system administrator

Account Owner Same as adminstrator, plus billing

Administrator All rights with the exception of billing

Manager (global) Approves Publication, views reports
Can see draft playlists assigned to groups for which they are a

manager.

Approves Publication for Playlists they can see.
Group Manager view reports for playlists and members of the group for which they

are manager only

Can see published playlists for any group they belong (even if they are

not group manager)

Creator .
Cannot approve for publication

Enhanced internal user.

Can see published Templates, create a Playlist from a Template and

Template User send playlists.

Can Publish/Unpublish a Templated Playlist (not a regular Playlist)

Cannot see draft playlists

Can view draft playlists, but can only add comments to the history,
Reviewer cannot make other playlist changes. Other rights as per User (view

and send published playlists)
Standard internal user.

User

Recipient

Notes:
See ACL tab for specific actions available to each role

Can create Campaigns, Playlists and Cards.

Can only see and send previously published playlists that have been
assigned a group (in "Access List") in which that the user is a member.
Can only see playlist history items for activities they have performed

Real World Example
James
Person setting up the account, the CMO, or finance
individual responsible for payment
The client user(s) responsible for administering
users, cleaning up historic Cards, etc.
Sales VP, Marketing VP

Regional Manager, Sales Manager, Department Head

Marketing Team member, Customer Support Analyst

Broker, Sales Agent

Legal, Business Unit users reviewing Marketing
content

Customer service rep, sales rep

Client's customer. Consumer of playlists, target of
Campaigns



Action Group Description Nadmin _Owner _Admin___Mgr__ GrpMgr_Creator TemUser Rvwr _ User __Rcpt _Notes

Manage billing info Account pdate payment i . .

View billing history Account Management  View prior invoices . .

Add user User Management  manually add a user via admin > users screen . . .

Invite user User Management  Sends a user the invitation email for them to accept and set password . . .

Set user Inactive User Management _ Change user state to "Inactive" . . .

Delete user User Management manually delete a user via admin > users screen . . . Deleted users must be re-added.

Assign Role User Management  manually assign a role via admin > users screen . . .

Reset Password User Management manually reset a users password via admin > users screen . . .

Update user data (admin) User Management  update data for any user . . .

Update user data (self) User Management _update own data* - . - . - . - . - *yser must have admin or above to change their loin info

Create Group Group Management  Create a group in admin hd hd hd

Delete Group Group Management  Delete a group in admin

e EEE U . . . . . Group Mgr can only add a group to a group to which they are manager (they cannot add
a managed group to one for which they are not manager)

Add User to Group Group Management  Add a user to a group . . . . . Group Mgr can only perform action on group to which they are manager

Remove Group from Group Group Management  Remove a group from a group . . . . . Group Mgr can only perform action on group to which they are manager

Remove User from Group Group Management _Remove a user from a group . . . . . Group Mer can only perform action on group to which they are manager
(files attached to cards, Playlist images, user images, etc.)

Manage assets Asset Management  view uploaded files . . . Shows a list of uploaded files, with each CARD and PLAYLIST they are associated with.
Shows status of PLAYLIST.

Delete assets Asset Management _ delete uploaded files - . - Files cannot be deleted if they are associated with a published playlist

Set up OneDrive as a source Integration Connect to MS365 OneDrive . . . GraphAPI

Set up SharePoint Online as source Integration Connect to MS365 OneDrive . . . Integration should be largely reusable from OneDrive

Set up Nuxeo as a source Integration Connect to a Nuxeo instance . . .

Set up Nuxeo Repository(s) Integration Select which Nuxeo repository(s) is available . . .

Set up CMIS as a source Integration Configures CMIS connector - . - Group Mgr can only perform action on group to which they are manager
Menu entry only visible for users with this level of access. GrpMgrs can only view
statistics for Playlists with their group i the "Access List". Creator level and below can

View Playlist Statistics Statistics Can view Statistics page . . . . . . . . . only see statistics associated with recpients they explicitly sent to. For example, if 1
shared a playlist with 5 recipients, | can see the statistics associated with those recipients
only.

-

Create Campaign Campaigns "New Campaign" from Campaigns screen . . . . . .

Edit Campaign Campaigns Edit Campaign from list of Campaigns on Campaigns screen or in Campaign . . . . . .

Archive Campaign Campaigns "Archive" Campaign from "..." on Campaign list . . . . . .

Delete Campaign Campaigns Delete Campaign from "..." on Campaign list or in Campaign itself . . . . . .

Clone Campaign Campaigns "Clone" Playlist from "..." on Campaign list . . . . . .

Add Playlist to Campaign Campaigns "Add Playlist" in Campaign screen during edit mode . . . . . .

View Campaign Campaigns Campaigns lists appear, Can open Campaign by clicking on entry in any Campaigns list . . . . . . . Masthead Menu entry (Campaigns) only visible for users with this level of access

Create Playlist Playlists "New Playlist" from Dashboard or Playlists screen . . . . . Can a contributor create a playlist solely of published cards? | would think not

View Playlist (Published) Playlists Playlists appear in lists, Can open playlist by clicking on entry in any Playlists list . . . . . . . . .

A ) ) ) . ) - ) . Manager levels can view all playlists in non-published states. Creator and Reviewer can

View Playlist (other states) Playlists Playlists appear in lists, Can open playlist by clicking on entry in any Playlists st . . . . . . . -l o o 0 e e

Edit Playlist Playlists "Edit” Playlist from "..." on Playlists list or via Edit button on Playlist . . . . . .

Request Playlist Publication Playlists t:‘,',:tsnzi:;w'“ from "..." on Playlists lst or via Publish button on Playlist Page. Sets status | . . . B . Playlist is moved from "Draft" to "Pending". Cannot be externally shared. Can be deleted.

Approve Playlist Publication Playlists Set Playlist status to "Published" . . . . .

Reiect Playlist Publication Playlists Set Playlist status to "Draft" . . . . .

Archive Playlist Playlists "Archive" Playlist from "..." on Playlists list 4 d 4 d ¢ sets status to "Inactive”

Delete Playlist Playlists "Delete Playlist from "..." on Playlists list or via "Delete” button on Playlist Page . . . . . . unrecoverable deletion

Clone Playist Playists "Clone? Playist from " on Playliss st . . . . . . Equivalent of copy-paste of a playlis. Creates a new instance of the playlist and
effectively clones all all cards (same functionality as clone card).

Refresh Playlist content Playlists "Refresh" Playlist from "..." on Playlists list or via "Refresh" button on Playlist Page . . . . o . Changed content is pushed to the live playlist, replacing existing content. There is no
change to the playlist itself (statistics, url, etc.)

Share Playlist for collaboration Playlists Can enter any user in the collaboration field in the Playlist edit screen 4 d 4 d ¢ d ¢ 4 entry box is greyed out for other users

Preview Playlist Playlists "Preview" Playlist from "..." on Playlists list or via Preview button on Playlist Page . . . . . . . .

send Playlist Playlsts Can send a laylst with state "Published to a reclpi . . . . . . . . NOTE: Creater and below can only search for recipients they have added previousy, not
all recipients.

View Recipients Playlists Can see the list of recipients on the send screen for a given playlist B . B . . . B . . (it e ] sy G Gt 2 s oy s s o e Gt
shared a playlist with 5 recipients, | can see only those 5 recipients in the list.

Add Playlist Note Playlists Can add a note to the playlists history screen + > + > + > + > +

Create Template Templates Create a Template . . . . . . Moves state from Pending to Published. Is available for external sharing.

Delete Template Templates Delete a Template . . . . . . Moves state from Pending to Draft.

Send Template for approval Templates Sets the Template status to "Pending” and awaits approval . . . . . .

Clone Template Templates Creates a clone of a Template of status "Draft" . . . . . . functions as per Playlist cloning

Approve Template (set live) Templates Approves Template and sets status to "Live" . . . . .

View Template (Live) Templates Template appears in lists, User can open . . . . . . . . .

View Template (other states) Templates Template appears in lists, User can open . . . . . . .

Create Playlist from Template Templates Create a new Playlist instance from a Template * * * * * * * NOTE: Playlists created from templates have a special type of "Templated Playlist"
Cards are "created" on the Playlists page by adding a card from the card type menu

Create Card Cards Card Type menu is available on the "Edit Playlist” screen . . . . . . items (as opposed to selecting a pre-made card). New cards follow the Playlist state until
they are Published (Draft/Pending)

Edit Card Cards Cards are edited directly on the Playlist . . . . . .

Clone Card Cords "Clone® Card from *..* on a Card list . . . . . . Equivalent of copy-paste of a card. Creates a new instance of the card, but points to the
same asset as the original card (asset is not replicated)

Publish Card Cards Cards are available in the library once they are in status "Published" . . . . o . When a Playlit is published, any cards created on that playlist are set to status
“Published". This does not impact any card added to the playlist from the library

Archive Card Cards “Archive" Card from "..." on a Card list - . - -




Entity State Description

Account  Active Active when it is created. Users associated with account can login.

Account  Inactive Can be made inactive only by Nteraction member. Users associated with account cannot login

User Active can login and be assigned a role

User Inactive Cannot login. Has no rights in the application but previously created entities will still be related to them. Can be made Active again. User assigned the role "Owner" cannot be made inactive.
Campaign Draft Created, can attach playlists

Campaign Active Live? In progress - cannot remove playlists?

Campaign Archived inactive, cannot make any changes to the Campaign

Playlist Draft Not available in the library. Can only be seen by Manager or above, Playlist Creator and Collaborators. Cannot be shared externally

Not available in the library. Can only be seen by Manager or above, Playlist Creator and Collaborators. Cannot be edited. Cannot be cloned. Cannot be shared externally. Only Manager or above can move playlist
Playlist Pending from Pending to Published or reject to Draft.

Playlist Published Available in the library. Can be shared externally. Can be Cloned. Cannot be edited. Can be appended.
Playlist Active Related to a campaign? Can be shared externally

Playlist Archived Cannot be shared. Available in the library and search. Cannot be edited. Can be cloned

Playlist Deleted Purged from the system

Card Published Available in the card library, can be added to a playlist

Card Archived Cannot be added to playlist, can be cloned

Playlist transitions Draft > Pending > Published > Archived
Draft > Pending > Published > Draft
Draft > Pending > Draft (Rejected)
Draft > Pending > Archived
Draft > Archived
Draft > Pending > Deleted
Draft > Deleted
Draft > Pending > Published > Archived > Deleted
NOTE: Published cannot be deleted. Archive CAN be deleted, but gets an "are you sure?" prompt



